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Agenda

1) Navelink Platform status & update

2) Navelink Roadmap (Head of concept Navelink)

3) Service development discussions & information

a) Forum service developers (Each developer)
b)  Forum security and interoperability (Each developer)
c)  Ongoing work within the STM-community (Trello) (Each developer)

4)  Overview of Navelink usage

5)  Q&A

a) New guestions (AN

6) Upgraded G1128 schema

7) Navelink HOW-Tos

8) GetPublicKey

9) Discussion: Navelink + REST + MMS + VDES

10) Closing remarks
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1) Navelink Platform status & update

A Since the last meeting: Planned

I MIR version 1.2.0 tested in internal environment

AAwaiting official release before implementing to DEV, TEST
and PROD environments.

A Future Planned
Release
I Create Navelink specific email adresses in each
organization?

I NCSR 10 meeting decisions?

Received questions

A Planned
Release
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2) Navelink Roadmap

1-2year 2.5 years

&7 NAVELINK

Support new Service

Specifications and Designs Enable subscription on

Navelinktechnical notes

Member

Increase VDES

support Enhancdunctionality

to host payload formats
AddGetPublicKey

User
Add MMS Add support for

support Service Payment

Increase SECOM
Compliance
Add SECOM
Hotel

AddSecretKeyExchange
Add MRRisage

Add Service
Ledger support
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3) Servicedevelopment discussions & information

AForum service developers

I Common discussions % : )
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AOngoing work within the STM-community (Trello) o




4) Overview on Navelink usage

20230524
Number of registered Service Instances
- 129
91
100
37

- 14 29

0

Number of released services Number of provisional services

B OPS EMTEST mDEV

Events since last Dev Forum:
Minor changes

Service Types in Navelink in OPS

Port W 2
Inter-Port Synchronization M 2
Hub 1 1
Route Catalogue I 1
Evaluation Service I 7
Port Call Synchronization I 18
Pilot I 54
Ship Voyage Information I 74
Vis 3
Enhanced Monitoring I 6

Navigational Warnings M 2

0 10 20 30 40 50 60 70 80

NavelinkOperational environment Service Registrations
Service Specifications: 1 (Voyage Information Service v2.2)

Service Technical Design: 1 (Voyage Information Service Design v2.2)
Service Instances: 171
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Operational environment

Layer 1

(® Enhanced Monitoring * 3

(% Evaluation Service

& Hub
Inter-Port Synchronization
® Navelink
(® Navigational Warnings
® Pilot
Port
(& Port Call Synchronization
Route Catalogue
(® Ship Voyage Information
VTS

b bing
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Operational environment

Layer 1

(® provisional

(% released



5) Q&A

AAny Questions? The floor is open.



6) Upgraded G1128 Schema (September 2022)

AG1128 v1.0 "early"

AG1128 v1.3 (latest implemented in Navelink)

v1.0 "early"

<element name="id" type="ServiceSpecificationSchema:Ser
<element name="version"” type="ServiceSpecificationSchem
<element name="name" type="string"” minOccurs="1" maxOcc
<element name="status" type="ServiceSpecificationSchema
<element name="description” type="string"” minOccurs="1"
<element name="keywords"” type="string” minOccurs="1" ma
<elem&@_pame="URL" type="str1D@®¥ minOccurs="1" maxOccu
<element name="MMSI" type="string" minOccurs="@" maxOcc
<element name="IMO" type="string" minOccurs="@" maxOccu
<element name="serviceType" type="string" minOccurs="@"
<element name="requiresauthorization” type="boolean"” mi
<element name="offerssServicelevel” type="ServicelInstanc
<element name="coversAreas"” minOccurs="1" maxOccurs="1"
<complexType>

<sequence>
<element name="coversArea" type="Serwvicelns
<element name="unlLoCode" type="string" minO

</sequence>

</complexType>

</element>

<element name="implementsServiceDesign"” type="Serviceln
<element name="producedBy" type="ServiceSpecificationsc
<element name="providedBy" type="ServiceSpecificationsc

v1.3

<element
<element
<element
<element
<element
<element
<elemen

<element
<element
<element
<element
<element
<element
<element
<element
<element

name="id" type="ServiceSpecificationSchema:Service:
name="version" type="ServiceSpecificationSchema:Sel
name="name" type="string" minOccurs="1" maxOccurs='
name="status" type="ServiceSpecificationSchema:Ser
name="description"” type="string" minOccurs="1" max(
name="keywords" type="ServiceSpecificationSchema:Cl
name="endpoint" e="string" minOccurs="1" maxOccl
name="MMS1" type="ServiceSpecificationSchema:MMSI"
name="IMO" type="ServiceSpecificationSchema:IMO" m:
name="serviceType" type="ServiceSpecificationSchem:
name="requiresAuthorization" type="boolean" minOccl
name="offersServicelLevel" type="ServicelnstanceSchs
name="coversAreas" minOccurs="1" maxOccurs="1" typs
name="implementsServiceDesign" type="Servicelnstant
name="producedBy" type="ServiceSpecificationSchema
name="providedBy" type="ServiceSpecificationSchema
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Changed Service Endpoint

AW hen changing the service endpoint for an instance, the certificate domain
name is not automatically changed and need to updated as well.

AW hen updating the Certificate domain, remember to issue new certificates.

ATo handle services in Navelink, the permission SERVICEADMIN must be
added for the User.



Update of G1128 Service Documentation schemas

https://www.iala-aism.org/product/q1128/

The IALA G1128 contains guidelines/specifications for documentation and
description of services. It contains both textual documentation, document
templates and XML schemas for describing services in the 3 defined levels;
Specification, Design and Instance.

In Navelink, the data model in Service Registry is based on G1128 XML schemas
with some complementary attributes. Creating and registering a new service in
Navelink Service Registry is mainly done by uploading an XML describing the
service. This XML shall follow the G1128 XML Schema (XSD).

Current version in Navelink is G1128 v1.3 schemas but intends for now to be
backward compatible with v1.0 "early".
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https://www.iala-aism.org/product/g1128/

5.3. SERVICE INSTANCE DESCRIPTION XSD STRUCTURE

G I I : 8 V I - 3 "class Fig 6 Structure of the Service Instance Descrlptloq-

Servicelnstance Vendorinfo
+ description: CharacterString +producedBy +  contactinfo: CharacterString
+ endpoint: CharacterString 0.1+ description: CharacterString
+ id: Serviceldentifier “"l+ id: CharacterString
+ IMO: CharacterString [0..1 i ial:
; g | : ] 3 +providedgy*  iscommercial: Boolean
+ keywords: CharacterString (0..*] .+ name: CharacterString
+  MMSE: CharacterString [0..1] 1|+ organizationld: CharacterString
+ name: CharacterString ‘
+ requiresAuthorization: Boolean + coversAreas Coveragelnfo
+  serviceTypes: ServiceType [1..*] 1 .|+ unLoCode: CharacterString [0..1]
+  status: ServiceStatus L
+  versiung ServiceVesion | +coversArea 0.1
[ CoverageArea
+ description: CharacterString
|+ geometryAsWKT: CharacterString [0..1]
+ offersServicelevel | 1 +implementsServiceDesign |1 1 N3ME SEAEATIE
ServiceLevel \ ServiceDesignReference ‘ «primitive» | «enumeration»
+ availability: Real ‘ +  id: Serviceldentifier Serviceldentifier | | ServiceStatus
+ description: CharacterString + version: ServiceVersion provisional
+ name: CharacterString «primitive» released
ServiceVersion deprecated
= deleted
«enumeration» el
ServicaeType

MS 1 - VTS Information service (INS)

MS 2 — VTS Navigational assistance service (NAS)
MS 3 - Traffic organization service (TOS)

MS 4 - Port support service (PSS)

lefe rences MS 5 - Maritime safety information (MSI) service

MS 6 — Pilotage service

A serviceTypeCharacterString> ServiceTypd...*] MS 7 - Tug service

. MS 8 - Vessel shore reporting
A U R I;>end pOlnt MS 9 ~ Telemedical assistance service (TMAS)
MS 10 — Maritime assistance service (MAS)
MS 11 — Nautical chart service
MS 12 — Nautical publications service
MS 13 - Ice navigation service
MS 14 — Meteorological information service
MS 15 — Real-time hydrographic and environmental information services
MS 16 - Search and rescue (SAR) service

tags
|codelistType = open enumeration
|encoding = other: [something]

Figure 6 Structure of the Service Instance Description
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servicelype

Value

Enhanced Monitoring
Evaluation Service

Fleet Office

Fleet Operation

Hub

Inter-Port Synchronization
Navigational Warnings
Pilot

Port

Port Call Synchronization
Route Catalogue

Route Crosscheck

Route Optimization

SAR

Ship Voyage Information
Winter Navigation

Area Management

Flow Management
UKCM

Charts

Reporting

Acronym
EMS,VTS,STC,SC
EVS

FOS

FOS

HUB

IPS

NW,NWS
PPU,Pilot
PORT,ETA
PCS,PORTCALL
RC,PRS

RCS

ROS

SAR

SHIP

WNS

UKCM
CHART

Definition

Used for shore center services such as VTS

Used for evaluation purpose services only

Used for fleet office services

Used for fleet operation services

Used for hub services, such as EF-Hub

Used for inter-port synchronization services (port-port)

Used for navigation warning services

Used for pilot services, such as using Pilot Portable Unit (PPU)
Used for port information services

Used for port call synchronization services (ship - port)

Used for route catalogue services, such as Pilot Routes, Reference routes
Used for route cross check services

Used for route optimization services

Used for search and rescue services, such as MRCC, JRCC
Used for ships exchanging voyage and route information (today VIS for ship)
Used for winter navigation services

TBD

TBD

Used for under keel clearance management services

Used for chart services

ANeed to decide and harmonize use of field
serviceType

MS 1 = VTS Information service (INS)

MS 2 = VTS Navigational assistance service (NAS)
MS 3 = Trathic organization service (TOS)

MS 4 = Port support service (PSS)

M5 5 = Maritime safety information (MSI) service
MS 6= Pllotage service

MS 7 = Tug service

MS 8 = Vessel shore reporting

MS 9 = Telemedical sssistance service (TMAS)
MS 10 = Maritime assistance service (MAS)

MS 11 = Nautical chart service

MS 12 = Nautical publications service

MS 13 = lce navigation service

MS 14 - Meteorological Information service

MS 15 = Real-time hydrographic and environmental Information services
MS 16 = Search and rescue (SAR) service

togs
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/) Navelink HOW 1 TO create keys and get them signed

A How to create keys i and the removed function in v1.2

A How to get keys signed by Navelink (CSR=Certificate Signing Request)
A Certificate renewal and certificate revocation

A Validation of certificate

A Certificate revocation list



HOW-TO Issue Certificates in Navelink

Certificates can be issued from Navelink in different ways.

1) Manually through the Web Portal
; 4 . ! ink Ident :

Certificates in Navelink are formatted as X.509 Certificates (RFC 5280) and are

based on private i public key pair. The Certificate is in this context the signed public
key. The private key belongs to the creator only.

To avoid transferring the private key on the inte
create the private-public key pair locally, and then transfer only the public part of the

certificate to Navelink to be signed and stored as valid certificate attached to the

specific identity.

From v1.2 of MCP and Navelink the function to create private key on Navelink server
Is removed. The key can still be created through Web Management Portal on local
browser.



Guidelines for issuing certificate through Web Portal

1)

2)

3)

4)

5)

Login to the Web Portal for your target environment
(each environment in Navelink has its own Root
Certificate)

No data

Select the entity in focus for the certificate. If the
entity is a Service Instance, the entity can be
selected either in Identity Registry as ID Service, or
the Service Instance in Service Registry part in the
portal.

USERS

ISSUE NEW CERTIFIC/

Press button Nl ssue new C¢
| f you dondt see the butt Issuing a new certificat
permiSSionS. Name Mikael Olofsson

MRN urmn:mr:mcp:use

Follow the guidelines. The only choice now is to
select ALocal 06 button. Thi
is created in your local browser and is not transferred

on the internet.

Issue Certificate

nes. | f

Foll ow the guidel:
' -fden d

file, press Manual o
with Private key, Public key and Certificate.

u
i

B Issue new Certificate

CERTIFICATES FOR MIKAEL OLOFSSON

Generate a PKCS#12 Keystore?

How do you want to generate
your certificate key pair?

You are about to get a new certificate
issued by generating the key pair for the
certificate locally in your browser.

An alternative way is to generate the key
pair and a CSR yourself - an example on
how to do this can be found here.

Local

ind browsers

e imported as a
#12 keystore.
1ier manually

g the browser
vant to manually
ch is the

/ ould click
;m% zip file,
1SSL to generate
owing command:

t -out keystor

ssphrgge to
:qgesésq.lll e
'KCS#12
re.pl12.
ite a keystore at
ting the

also let your
ire for you by
1at this action
he resulting

keystore will NOT be compatible with most
major operating systems and browsers.



https://github.com/maritimeconnectivity/IdentityRegistry

HOW-TO Get keys signed with CSR

Reference: MCC description on GitHub
https://github.co m/maritimeconnectivity/ldentityReaqistry

The MIR supports signing of PEM encoded PKCS#10 certificate signing requests. Itis
usually generated for the entity where the certificate will be stored/owned and
contains the entity's information such as the organization name, common name
(domain name), locality, and country, which will be overwritten by the corresponding
information stored in MIR. A CSR also contains the public key that will be included in
the certificate. A private key is usually created at the same time that you create the
CSR, ands expected to be stored and treated securely.

The algorithm and bit-length pairs of CSR that MIR supports areRSA:>=2048,
DSA:>=2048, ECC>=224, and EdADSA:256

The rationale to use CSR is to protect your private key and
never have it in transit on Internet.
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https://github.com/maritimeconnectivity/IdentityRegistry

Step 1 Generate keys

ECC

$ openssl ecparam -out privateKey.pem -name secp384rli genkey
$ openssl ecparam -out privateKey.pem -name secp256rli genkey

RSA

$ opensslgenrsa-out privateKey.pem 2048

DSA

$ openssldsaparam -genkey 2048 | openssldsa -out privateKey.pem

EdDSA

$TBD Protect your private keys with passphrase
$ opensskc-aes25&;in privatekey.pem-out protectedPrivateKey.pem

$ openssksagaes256in privatekey.pem-out protectedPrivat&ey.pem

RSA:>=2048, DSA:>=2048, EC:>=224, and EdDSA:256
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Step 2: Generate CSR

$opensslreq-new -key privateKey.pem -outrequest.csr

This will promptyou to fill in the attributes of the certificate. For this
you can just use dummy data as they in the end will be replaced
with data from the MIR database.

$ openssiversion
OpenSSL 1.1.1g 21 Apr 2020
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Navelink MIR URL

Step 3: Send CSR to MIR for signing DEV. hitps:/apix509.dev.navelink.org

TEST: https://apk509.test.navelink.ord
OPS: https://apx509.navelink.org

Navelink ORG MRN

CSR for Service certificate DEVurn:mrn:mep:org:navelinklev
TESTurn:mrn:mcp:org:navelinkest
Navelink DEV OPSurn:mrm:mcp:org:navelink

$curlexe -i-v -k --0 ut pcsr.outpuio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzZertificate£hain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ&509.dev.navelink.org/x509/api/org/urn:mrn:mcp:org:navelinkZlev:navelink/service/<serviceMRN>/<serviceVersion>/certificate/issue hew/csr"
-T refjuest.csro

Navelink TEST

$curlexe -i-v-k--0 ut pcsr.outpdio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzertificateZhain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ509.test.navelink.org/x509/api/org/urn:mrn:mcp:org:navelink4est: nave link/service/<serviceMRN>/<serviceVersion>/certificate/issue-new/csr"
-T refjuest.csro

Navelink OPS

$curlexe -i-v-k--0 ut pcsr.outpuio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzZertificateZhain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ&509.navelink.org/x509/api/org/urn:mrn:mcp:org:navelink: navelink/service/<serviceMRN>/<serviceVersion>/certificate/issueew/csr" -T
frequest.csro

Replace alellowmarked text with actual data.
NB!Often absolute paths are required by CURL for the keys.
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Navelink MIR URL

Step 3: Send CSR to MIR for signing DEV. hitps:/apix509.dev.navelink.org

TEST: https://apk509.test.navelink.ord
OPS: https://apx509.navelink.org

Navelink ORG MRN

CSR for Device certificate DEVurn:mrn:mep:org:navelinklev
TESTurn:mrn:mcp:org:navelinkest
Navelink DEV OPSurn:mrm:mcp:org:navelink

$curlexe -i-v -k --0 ut pcsr.outpuio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzZertificate£hain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ&509.dev.navelink.org/x509/api/org/urn:mrn:mcp:org:navelinkZle v:navelink/device/<deviceMRN>/<version>/certificate/issuehew/csr" -T
frequest.csro

Navelink TEST

$curlexe -i-v-k--0 ut pcsr.outpdio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzZertificateZhain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ&509.test.navelink.org/x509/api/org/urn:mrn:mcp:org:nave link4est: nave link/device/<deviceMRN>/<version>/certificate/issue-new/csr" -T
frequest.csro

Navelink OPS

$curlexe -i-v-k--0 ut pcsr.outpuio -k e KMIR PrivateKey.pem>" --c e r<MIR_Rertificate.pem>" --header "Accept:
application/pemzZertificateZhain;application/json;charset=UTF-8" --header "Content-Type: text/plain" --http1.1 -X POST
"https://apiZ&509.navelink.org/x509/api/org/urn:mrn:mcp:org:navelink: navelink/de vice/<deviceMRN>/<version>/certificate/issuezew/csr" -T refjuest.csro

Replace alellowmarked text with actual data.
NB!Often absolute paths are required by CURL for the keys.
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Step 3: Send CSR to MIR for signing

Example
$ curl.exe-i -v -k --output "NLRDEV_csr.outptit --key "CiUsersMikaelOlofssokDocumentsNavelink CertificateSPrivata NLRDEV_PrivateKey_Mikael_Olofsson.pefrtert
"ClUsersMikaelOlofssokDocumentsNav elinkCertificate$Privatd NLRDEV _Certificate_Mikael_Olofsson.pemheader "Accept: apflation/penteertificaterchain;applicatiojson;charsetUTF8" --header "Content

Type: text/plain”--http1.1 -X POST
"https://apitk509.dev.navelink.org/x508pi/org/ urn:mrn:mcp:org:navelinkdev:navelinkserviceti rn:mrn:mcp :service:navelinkev :navelink:instan ce:mikamés tridservicél/ certificate/issuenew/cst" -T ‘request.csy

2>"NLPDEV_csr.errdr

curl.exe-i -v --output "NLRDEV_signedKeys_ EC256.outpuit’--key "CiNavelinkCertificateSNLRDEV_PrivateKey Mikael Olofsson_22Nov04.peoett "CiNavelinkCertificateSNLP
DEV_Certificate_Mikael _Olofsson_22Nov04.peiméader "Accept: applicatiopemcertificatechain;applicatiohjson;charsetUTF8" --header "ConterdType: text/plain™-http1.1 -X POST "https://api
x509.dev.navelink.org/x50@hi/org/ urn:mrn:mcp:org:navelinkdev:navelinkdevice/urn:mrn:mcp:device:navelinlev:navelink:vdes:vdes/certificate/issuenew/csr' -T "ec256key-pair.csr' 2>csrEC256.error

The result from the CSR request be a certificate chain containing of the signed
certificate followed by the intermediate CA that signed it, looking like this:

Store the first certificate in a file e.g. Certificate.pem, this is your signed public
key. The Certificate can also be downloaded through the web portal.

You have now a Private-Public key pair that can be used for signing of data
and authentication.
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Verify the certificate

The CSR request gives you the signed public key and the intermediate certificate used for the
signing.

The certificate can be verified by

1) Check the certificate with OCSP

openssl ocsp -issuer navelink-test-ca-chain.pem -cert <Certificate.pem> -text -url
http://api.test.navelink.org/x509/api/certificates/ocsp/urn:mrn:mcp:ca:navelink-test:navelink-idreqg

the yellow markings need to be adjusted depending on which environment you want to check against.

2) Download the public certificate from portal and compare (can only be done within your own
organization)
3) REST call using the certificate as verification of certificate validity
1) REST call to Navelink MIR

2)  REST call to another service (e.g. VIS instance)
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http://api.test.navelink.org/x509/api/certificates/ocsp/urn:mrn:mcp:ca:navelink-test:navelink-idreg

Check Certificate with OCSP

Navelink DEV

$ openssl ocsp -issuer navelink-dev-ca-chain.pem -cert <Certificate.pem> -text -url
http://api.dev.navelink.org/x509/api/certificates/ocsp/urn:mrn:mcp:ca:navelink-dev:navelink-idreg

Navelink TEST

$ openssl ocsp -issuer navelink-test-ca-chain.pem -cert <Certificate.pem> -text -url
http://api.test.navelink.org/x509/api/certificates/ocsp/urn:mrn:mcp:ca:navelink-test:navelink-idreg

Navelink OPS

$ openssl| ocsp -issuer navelink-ops-ca-chain.pem -cert <Certificate.pem> -text -url
http://api.navelink.org/x509/api/certificates/ocsp/urn:mrn:mcp:ca:navelink:navelink -idreg

Replace alellowmarked text with actual data.

$ opensshersion
OpenSSL 1.1.1g 21 Apr 2020

Navelink MIR URL

DEV: https://apix509.dev.navelink.org
TEST: https://apk509.test.navelink.ord
OPS: https://apx509.navelink.org

Navelink ORG MRN
DEVurn:mrn:mcp:org:navelinklev
TESTurn:mrn:mcp:org:navelinkest
OPSurn:mrn:mcp:org:navelink

The trusted Public Root Certificate for Navelink DEV
environment is found on
https://api.dev.navelink.org/trustchain.pem

https://api.test.navelink.org/trustchain.pem

https://api.navelink.org/trustchain.pem
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https://api.dev.navelink.org/trust-chain.pem
https://api.test.navelink.org/trust-chain.pem
https://api.navelink.org/trust-chain.pem

Check Certificate by comparison to downloaded Certificate

Log on to Web portal for the environment
Find your servicein ID Services

Download the public certificate

The file will be single line with the public certificate.
Compare this file to the first certificate received in the CSR
request response.



